UNITED STATES OF AMERICA 



v. ) GOVERNMENT PROPOSED 

) MEMBER INSTRUCTIONS 

Manning, Bradley E. ) 

PFC, U.S. Army, ) 

HHC, U.S. Army Garrison, ) 

Joint Base Myer-Henderson Hall ) 22 June 2012 

Fort My er, Virginia 22211 ) 

RELIEF SOUGHT 

COMES NOW the United States of America, by and through undersigned counsel, and 
respectfully requests this Court adopt the Government's proposed member instructions for all 
charged offenses and lesser-included offenses. 



BURDEN OF PERSUASION AND BURDEN OF PROOF 

As the moving party, the United States has the burden of persuasion on any factual issue 
the resolution of which is necessary to decide the motion. Manual for Courts-Martial (MCM), 
United States, Rule for Courts-Martial (RCM) 905(c)(2) (2008). The burden of proof is by a 
preponderance of the evidence. RCM 905(c)(1). 



FACTS 

The accused is charged with giving intelligence to the enemy, in violation of Article 1 04, 
Uniform Code of Military Justice (UCMJ). The accused is also charged with eight specifications 
alleging misconduct in violation of 18 U.S.C. § 793(e), five specifications alleging misconduct in 
violation of 18 U.S.C. § 641, two specifications alleging misconduct in violation of 1 8 U.S.C. § 
1030(a)(l ), five specifications alleging misconduct in violation of Article 92, UCMJ, and one 
specification alleging misconduct prejudicial to good order and discipline and service 
discrediting. 



WITNESSES/EVIDENCE 

The United States requests this Court consider the referred charge sheet in support of its 
motion, as well as Enclosures 1-7. Other than the transcript at Enclosure 1, the United States 
was unable to obtain the transcripts for the other cases identified by the Court in the last Article 
39(a) session. 
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PROPOSED INSTRUCTIONS 



The Specification of Charge I: Violation of the UCMJ, Article 104 1 

In the Specification of Charge I, the accused is charged with Aiding the Enemy by Giving 
Intelligence, in violation of Article 104, UCMJ. To find the accused guilty of this offense, you 
must be convinced by legal and competent evidence beyond a reasonable doubt of the following 
elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 
November 2009 and on or about 27 May 2010, the accused, without proper authority, knowingly 
gave intelligence information to al-Qaeda or [classified enemy]; 

(2) That the accused did so through indirect means; 

(3) That al-Qaeda or [classified enemy] was an enemy; and 

(4) That this intelligence information was true, at least in part. 
Adapted from Benchbook, paragraphs 2-5-9 and 3-28-4. 
Proposed Instruction No. 1 

"Intelligence" means any helpful information, given to and received by the enemy, which is true, 
at least in part. 

Benchbook, paragraph 3-28-4. 
Proposed Instruction No. 2 

"Enemy" includes organized opposing forces in time of war, any other hostile body that our 
forces may be opposing, such as a rebellious mob or a band of renegades, and includes civilians 
as well as members of military organizations. "Enemy" is not restricted to the enemy 
government or its armed forces. All the citizens of one belligerent are enemies of the government 
and all the citizens of the other. 

Benchbook, paragraph 3-28-4. 

Pro p osed Instruction No. 3 



1 The Court ruled that it would adopt the instructions for Article 104(2), Giving Intelligence to the Enemy, found in 
U.S. Department of the Army, Pam. 27-9, Military Judges' Benchbook (1 January 2010) {Benchbook). See 
Appellate Exhibit LXXXI. Proposed Instructions 1 and 2 are from the Benchbook; instructions 3 and 4 are the 
Court's proposed instructions for "knowledge" and "indirect means." The Court invited the parties to propose 
different instructions. Id. 
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"Knowingly" means Giving Intelligence to the Enemy under Article 104(2) requires actual 
knowledge by the accused that he was giving intelligence to the enemy. This is true whether the 
giving of intelligence is by direct or indirect means. A person cannot violate Article 1 04 by 
acting inadvertently, accidentally, or negligently. 

SeeMCM, pt. IV, U 28c(5)(c); United States v. Olson, 20 C.M.R. 461 (A.B.R. 1955); Appellate 
Exhibit LXXXI. 

Proposed Instruction No. 4 

"Indirect means" means that the accused knowingly gave the intelligence to the enemy through a 
third party or in some other indirect way. The accused must actually know that by giving the 
intelligence to the third party that he was giving intelligence to the enemy through this indirect 
means. 

Appellate Exhibit LXXXI. 

Specification 1 of Charge II: Violation of the UCMJ, Article 134 2 

In Specification 1 of Charge II, the accused is charged with wrongfully and wantonly causing 
intelligence to be published on the internet. To find the accused guilty of this offense, you must 
be convinced by legal and competent evidence beyond a reasonable doubt of the following 
elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 
November 2009 and on or about 27 May 2010, the accused did wrongfully and wantonly cause 
to be published on the internet intelligence belonging to the United States government, having 
knowledge that intelligence published on the internet is accessible to the enemy; and 

(2) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9. 
Proposed Instruction No. 1 

"Conduct prejudicial to good order and discipline" is conduct which causes a reasonably direct 
and obvious injury to good order and discipline. "Service discrediting conduct" is conduct 
which tends to harm the reputation of the service or lower it in public esteem. 

Benchbook, paragraph 3 -60-2 A. 
Proposed Instruction No. 2 



Proposed Instructions 1 and 2 should be given for all 1 6 specifications of Charge II, as each specification alleges 
conduct prejudicial to good order and discipline and service discrediting. 
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With respect to "prejudice to good order and discipline," the law recognizes that almost any 
irregular or improper act on the part of a service member could be regarded as prejudicial in 
some indirect or remote sense; however, the only acts punishable under the Article are those acts 
where the prejudice is reasonably direct and palpable. 

With respect to "service discrediting," the law recognizes that almost any irregular or improper 
act on the part of a service member could be regarded as service discrediting in some indirect or 
remote sense; however, only those acts which would have a tendency to bring the service into 
disrepute or which tend to lower it in public esteem are punishable under this Article. 

Benchbook, paragraph 3 -60-2 A. 
Prooosed Instruction No. 3 



"Wrongfully" means without legal justification or excuse. 
Benchbook, paragraph 3 -60-2 A, NOTE 3. 
Proposed Instruction No. 4 

"Wanton" means a degree of carelessness greater than simple negligence. "Simple negligence" 
is the absence of due care; that is, an act by a person who is under a duty to use due care which 
demonstrates a lack of care for the safety of others which a reasonably careful person would have 
used under the same or similar circumstances. "Wantonness," on the other hand, is a negligent 
act combined with a gross or deliberate disregard for the foreseeable results to others. "Wanton" 
is akin to reckless. 

Adapted from Benchbook, paragraph 3-35-1, NOTE 10. 
Proposed Instruction No. 5 

"Intelligence" is information that may be useful to the enemy for any of the many reasons that 
make information valuable to belligerents. Intelligence imports that the information conveyed is 
true or implies the truth, at least in part. 

See Appellate Exhibit LXXX; MCM, pt. IV, \ 28c(5). 

Proposed Instruction No. 6 

"Enemy" includes organized opposing forces in time of war, any other hostile body that our 
forces may be opposing, such as a rebellious mob or a band of renegades, and includes civilians 
as well as members of military organizations. "Enemy" is not restricted to the enemy 
government or its armed forces. All the citizens of one belligerent are enemies of the government 
and all the citizens of the other. 

Benchbook, paragraph 3-28-4. 
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Proposed Instruction No. 7 



I have instructed you that you must be satisfied beyond a reasonable doubt that the accused knew 
that intelligence published on the internet was accessible to the enemy. This knowledge, like any 
other fact, may be proved by circumstantial evidence. In deciding this issue you must consider 
all relevant facts and circumstances, including, but not limited to, the accused's training, 
experience, and military occupational specialty. 

Adapted from Benchbook, paragraph 7-3, NOTE 3. 

Specification 2 of Charge II: Violation of the UCMJ, Article 134 3 

In Specification 2 of Charge II, the accused is charged with transmitting a video file named "12 
JUL 07 CZ ENGAGEMENT ZONE 30 GC Anyone.avi" to a person not entitled to receive it, in 
violation of 18 U.S.C. § 793(e). To find the accused guilty of this offense, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following 
elements: 

(1 ) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 5 
February 2010 and on or about 5 April 2010, the accused had possession of information relating 
to the national defense, to wit: a video file named "12 JUL 07 CZ ENGAGEMENT ZONE 30 
GC Anyone.avi"; 

(2) That the possession was unauthorized; 

(3) That the accused had reason to believe that such information could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 

it; 

(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 793(e). 
Proposed Instruction No. 1 



3 The United States requests that Proposed Instructions 1-1 1 be given for each specification alleging misconduct in 
violation of 18 U.S.C. § 793(e). 
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Title 18, United States Code, Section 793(e), makes it a crime to disclose or transmit information 
relating to the national defense to unauthorized persons. 

Proposed Instruction No. 2 

The word "possession" is a commonly used and commonly understood word. To "possess" 
means to exercise control of something. Possession may be direct physical custody, like holding 
an item in one's hand, or it may be constructive, as in the case of a person who hides an item in a 
locker or car to which that person may return to retrieve it. Possession inherently includes the 
power or authority to preclude control by others. It is possible, however, for more than one 
person to possess an item simultaneously, as when several people share control of an item. 

Benchbook, paragraph 3-37-1. 

Proposed Instruction No. 3 

An individual has unauthorized possession of documents, photographs, videos, or computer files 
when he possesses such information under circumstances or in a location which is contrary to 
law or regulation for the conditions of his employment. In other words, the individual has 
unauthorized possession of the information when they move the information from official 
premises without proper authorization. 

Adapted from United States v. Morison, 844 F.2d 1057 (4th Cir. 1988) (Enclosure 1 at 194). 
Proposed Instruction No. 4 

The term "national defense" is a broad term which refers to the United States military and naval 
establishments and to all related activities of national preparedness, and includes all matters that 
may directly or may reasonably be connected with the defense of the United States against any of 
its enemies. 

Adapted from Gorin v. United States, 3 12 U.S. 19 (1941); United States v. Morison, 844 F.2d 
1057 (4th Cir. 1988) (Enclosure 1 at 195); United States v. Diaz, 69 M.J. 127 (C.A.A.F. 2010) 
(Enclosure 2 at 4); United States v. Regan (Enclosure 7 at 18). 

Proposed Instruction No. 5 

To prove that documents, writings, photographs, videos, or information relate to the national 
defense, there are two things that the government must prove. First, it must prove that the 
disclosure of the material would be potentially damaging to the United States or might be useful 
to an enemy of the United States. Second, it must prove that the material is closely held by the 
United States government, in that the relevant government agency has sought to keep the 
information from the public generally, and the documents, photographs, videos, or computer files 
have not been made public and are not available to the general public. Where the information 
has been made public by the United States government and is found in sources lawfully available 
to the general public, it does not relate to the national defense. Similarly, where the sources of 
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information are lawfully available to the public, and the United States government has made no 
effort to guard such information, the information itself does not relate to the national defense. 

Adapted from United States v. Morison, 844 F.2d 1057 (4th Cir. 1988) (Enclosure 1 at 195-96); 
United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980); United States v. Dedeyan, 584 
F.2d 36 (4th Cir. 1978); United States v. Squillacote, 221 F.3d 542 (4th Cir. 2000); United States 
v. Regan (Enclosure 7 at 18-19) 

Proposed Instruction No. 6 

In determining whether material is "closely held," you may consider whether it has been 
classified by appropriate authorities and whether it remained classified on the date or dates 
pertinent to the charge sheet. You may consider whether the information was classified or not in 
determining whether the information relates to the national defense. However, the fact that the 
information is designated as classified does not, in and of itself, demonstrate that the information 
relates to the national defense. 

Adapted from United States v. Regan (Enclosure 7 at 19-20); see also United States v. Morison, 
844 F.2d 1057 (4th Cir. 1988) (Enclosure 1 at 196). 

Proposed Instruction No. 7 

"Reason to believe" means that the accused knew facts from which he concluded or reasonably 
should have concluded that the information could be used for the prohibited purposes. In 
considering whether the accused had reason to believe that the information could be used to the 
injury of the United States or to the advantage of a foreign country, you may consider the nature 
of the information involved. You need not determine that the accused had reason to believe that 
the information would be used against the United States, only that it could be so used. 

United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980); United States v. Diaz, 69 M.J. 
127 (C.A.A.F. 2010) (Enclosure 2 at 5); United States v. Regan (Enclosure 7 at 17-18); see also 
Mod. Fed. Jury Instr. (Enclosure 6) (citing Truong). 

Proposed Instruction No. 8 

The government does not have to prove that the accused had reason to believe that his act could 
both injure the United States and be to the advantage of a foreign country - the statute reads in 
the alternative. Also, the country to whose advantage the information could be used need not 
necessarily be an enemy of the United States. The statute does not distinguish between friend 
and enemy. 

United States v. Truong Dinh Hung, 629 F. 2d 908 (4th Cir. 1 980); United States v. Diaz, 69 M.J. 
127 (C.A.A.F. 2010) (Enclosure 2 at 5-6); United States v. Regan (Enclosure 7 at 17-1 8); see 
also Mod. Fed. Jury Instr. (Enclosure 6) (citing Truong). 
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Proposed Instruction No. 9 



An act is done "willfully" if it is done voluntarily and intentionally and with the specific intent to 
do something that the law forbids; that is, with a bad purpose either to disobey or to disregard the 
law. 

United States v. Morison, 844 F.2d 1057 (4th Cir. 1988) (Enclosure 1 at 199); United States v. 
Diaz, 69 M.J. 127 (C.A.A.F. 2010) (Enclosure 2 at 6); see also Mod. Fed. Jury Instr. (Enclosure 
6). 

Proposed Instruction No. 10 

In determining whether the person who received the information was entitled to have it, you may 
consider all the evidence introduced at trial, including any evidence concerning the classification 
status of the information, any evidence relating to law and regulations governing the 
classification and declassification of national security information, its handling, use, and 
distribution, as well as any evidence relating to regulations governing the handling, use, and 
distribution of information obtained from classified systems. 

Adapted from United States v. Morison, 844 F.2d 1057 (4th Cir. 1988); United States v. Truong 
Dinh Hung, 629 F.2d 908 (4th Cir. 1980); United States v. Diaz, 69 M.J. 127 (C.A.A.F. 2010) 
(Enclosure 2 at 6); see also Mod. Fed. Jury Instr. (Enclosure 6). 

Proposed Instruction No. 1 1 

I have taken judicial notice that Title 18, United States Code Section 793(e) was in existence on 
the date alleged in the specification. 4 

Specification 3 of Charge II: Violation of the UCMJ, Article 134 

In Specification 3 of Charge II, the accused is charged with transmitting more than one classified 
memorandum produced by a United States government intelligence agency to a person not 
entitled to receive them, in violation of 18 U.S.C. § 793(e). To find the accused guilty of this 
offense, you must be convinced by legal and competent evidence beyond a reasonable doubt of 
the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 22 
March 201 and on or about 26 March 201 0, the accused had possession of information relating 
to the national defense, to wit: more than one classified memorandum produced by a United 
States government intelligence agency; 

(2) That the possession was unauthorized; 



This assumes the Court takes judicial notice of the statute at a future motions hearing. 
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(3) That the accused had reason to believe that such information could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 

it; 

(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 793(e). 
Specification 4 of Charge II: Violation of the UCMJ, Article 134 s 

In Specification 4 of Charge II, the accused is charged with stealing or converting the Combined 
Information Data Network Exchange Iraq database containing more than 380,000 records 
belonging to the United States government, of a value of more than $ 1 ,000, in violation of 1 8 
U.S.C. § 641 . To find the accused guilty of this offense, you must be convinced by legal and 
competent evidence beyond a reasonable doubt of the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 3 1 
December 2009 and on or about 5 January 2010, the accused did knowingly and willfully 6 steal, 
purloin, or convert to his use or the use of another a record or thing of value, to wit: the 
Combined Information Data Network Exchange Iraq database containing more than 380,000 
records; 

(2) That the CIDNE-I database belonged to the United States government or a department 
or agency thereof; 

(3) That the CIDNE-I database was of a value of more than $1,000; 

(4) That the taking by the accused was with the intent to deprive the United States 
government of the use or benefit of the property; 

(5) That, at the time, 18 U.S.C. § 641 was in existence; and 



5 The United States requests that Proposed Instructions 1-9 be given for each offense alleging misconduct in 
violation of 18 U.S.C. § 641. 

6 Case law indicates that the accused must act "knowingly and willfully" under § 641, although the statute itself and 
most model instructions are not clear on this point. See United States v. McGahee, 257 F.3d 520, 53 1 (6th Cir. 
2001) (instructing on "knowingly" and "willfully"); United States v. Fowler, 932 F. 2d 306, 316-17 (4th Cir. 1991) 
(instructing on "knowingly" and "willfully"); United States v. Morison (Enclosure 1 at 197); see also United States 
v. Morissette, 342 U.S. 246, 263 (1952) (holding that criminal intent is an essential element of 18 U.S.C. § 641). 
The Eight Circuit instructions helpfully incorporate the "knowingly and willfully" standard. See Enclosure 3. 
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(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 641; Model Crim. Jury Instr. 8th Cir. 
6.18.641 (2011) (Enclosure 3). 

Lesser-Included Offense 

The offense of stealing or converting the CIDNE-I database, of a value of less than $1,000, is a 
lesser-included offense of the offense set forth in Specification 4 of Charge II. When you vote, if 
you find the accused not guilty of the offense charged, that is, stealing or converting the CIDNE- 
I database, of a value of more than $1,000, then you should consider the lesser-included offense 
of stealing or converting the CIDNE-I database, of a value of less than $1,000, in violation of 18 
U.S.C. § 641 . To find the accused guilty of this lesser offense, you must be convinced by legal 
and competent evidence beyond a reasonable doubt of all of the elements of the greater offense, 
except for the value element. The offense charged, and the lesser-included offense of stealing or 
converting the CIDNE-I database, of a value of less than $1,000, differ in that the greater offense 
requires you to be satisfied beyond a reasonable doubt that the CIDNE-I database is worth more 
than $1,000. 

Adapted from Benchbook, paragraph 2-5-10. 
Proposed Instruction No. 1 

Title 18, United States Code, Section 641, makes it a crime for anyone to steal or knowingly 
convert any money or other property belonging to the United States having a value of more than 
$1,000. 

Pattern Crim. Jury Instr. 5th Cir. 2.33 (2001) (Enclosure 4). 
Proposed Instruction No. 2 

The word "value" means the face, par, or market value, or cost price, either wholesale or retail, 
whichever is greater. 

18 U.S.C. § 641; Pattern Crim. Jury Instr. 5th Cir. 2.33 (2001) (Enclosure 4). 
Proposed Instruction No. 3 

The market value of stolen goods may be determined by reference to a price that is commanded 
in the market place, whether that market place is legal or illegal. In other words, market value is 
measured by the price a willing buyer will pay a willing seller. The illegal market place is also 
known as a "thieves market." 
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Adapted from United States v. Morison, 844 F.2d 1057 (4th Cir. 1988) (Enclosure 1 at 199); see 
United States v. Oberhardt, 887 F.2d 790 (7th Cir. 1989); United States v. DiGilio, 538 F.2d 972 
(3d Cir. 1976). 

Prop osed Instruction No. 4 

To "steal" or "convert" means the wrongful taking of property belonging to another with intent 
to deprive the owner of its use or benefit, either temporarily or permanently. Any appreciable 
change of the location of the property with the intent to deprive constitutes a stealing whether or 
not there is an actual removal of it from the owner's premises. 

Pattern Crim. Jury Instr. 5th Cir. 2.33 (2001) (Enclosure 4); United States v. Morison, 844 F.2d 
1057 (4th Cir. 1988) (Enclosure 1 at 197-98). 

Proposed Instruction No. 5 

No particular type of movement or carrying away is required to constitute a "taking." Thus, one 
may convert property of the United States without intending to permanently deprive the United 
States of that property. 

Pattern Crim. Jury Instr. 5th Cir. 2.33 (2001) (Enclosure 4); United States v. Morison, 844 F.2d 
1057 (4th Cir. 1988) (Enclosure 1 at 198). 

Proposed Instruction No. 6 

It is not necessary to prove that the accused knew that the United States government owned the 
property at the time of the wrongful taking. 

Pattern Crim. Jury Instr. 5th Cir. 2.33 (2001) (Enclosure 4); Model Crim. Jury Instr. 8th Cir. 
6.18.641 (201 1) (Enclosure 3). 

Proposed Instruction No. 7 

Governmental information, including classified information, although intangible, is a species of 
property and a thing of value. 

United States v. Fowler, 932 F.2d 306 (4th Cir. 1991); United States v. Jeter, 775 F.2d 670 (6th 
Cir. 1985); United States v. Girard, 601 F. 2d 69 (2d Cir. 1979). 

Proposed Instruction No. 8 

An act is done "willfully" if it is done voluntarily and intentionally and with the specific intent to 
do something the law forbids; that is, with a bad purpose to disobey or disregard the law. An act 
is done "knowingly" if it is done voluntarily and intentionally and not because of mistake or 
accident or other innocent reason. 
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United States v. Fowler, 932 F.2d 306 (4th Cir. 1991); United States v. McGahee, 257 F.3d 520 
(6th Cir. 2001). 



Proposed Instruction No. 9 

I have taken judicial notice that Title 18, United States Code Section 641 was in existence on the 
date alleged in the specification. 

Specification 5 of Charge II: Violation of the UCMJ, Article 134 

In Specification 5 of Charge II, the accused is charged with transmitting more than twenty 
classified records from the Combined Information Data Network Exchange Iraq database to a 
person not entitled to receive them, in violation of 18 U.S.C. § 793(e). To find the accused 
guilty of this offense, you must be convinced by legal and competent evidence beyond a 
reasonable doubt of the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 3 1 
December 2009 and on or about 9 February 2010, the accused had possession of information 
relating to the national defense, to wit: more than twenty classified records from the Combined 
Information Data Network Exchange Iraq database; 

(2) That the possession was unauthorized; 

(3) That the accused had reason to believe that such information could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 

it; 

(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 793(e). 
Specification 6 of Charge II: Violation of the UCMJ, Article 134 

In Specification 6 of Charge II, the accused is charged with stealing or converting the Combined 
Information Data Network Exchange Afghanistan database containing more than 90,000 records 
belonging to the United States government, of a value of more than $ 1 ,000, in violation of 1 8 
U.S.C. § 641. To find the accused guilty of this offense, you must be convinced by legal and 
competent evidence beyond a reasonable doubt of the following elements: 



This assumes the Court takes judicial notice of the statute at a future motions hearing. 
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(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 3 1 
December 2009 and on or about 8 January 2010, the accused did knowingly and willfully steal, 
purloin, or convert to his use or the use of another a record or thing of value, to wit: the 
Combined Information Data Network Exchange Afghanistan database containing more than 
90,000 records; 

(2) That the CIDNE-A database belonged to the United States government or a 
department or agency thereof; 

(3) That the CIDNE-A database was of a value of more than $1,000; 

(4) That the taking by the accused was with the intent to deprive the United States 
government of the use or benefit of the property; 

(5) That, at the time, 18 U.S.C. § 641 was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 641; Model Crim. Jury Instr. 8th Cir. 
6.18.641 (2011) (Enclosure 3). 

Lesser-Included Offense 

The offense of stealing or converting the CIDNE-A database, of a value of less than $ 1 ,000, is a 
lesser-included offense of the offense set forth in Specification 6 of Charge II. When you vote, if 
you find the accused not guilty of the offense charged, that is, stealing or converting the CIDNE- 
A database, of a value of more than $1,000, then you should consider the lesser-included offense 
of stealing or converting the CIDNE-A database, of a value of less than $1,000, in violation of 1 8 
U.S.C. § 641 . To find the accused guilty of this lesser offense, you must be convinced by legal 
and competent evidence beyond a reasonable doubt of all of the elements of the greater offense, 
except for the value element. The offense charged, and the lesser-included offense of stealing or 
converting the CIDNE-A database, of a value of less than $1,000, differ in that the greater 
offense requires you to be satisfied beyond a reasonable doubt that the CIDNE-A database is 
worth more than $1,000. 

Adapted from Benchbook, paragraph 2-5-10. 

Specification 7 of Charge II: Violation of the UCMJ, Article 134 

In Specification 7 of Charge II, the accused is charged with transmitting more than twenty 
classified records from the Combined Information Data Network Exchange Afghanistan database 
to a person not entitled to receive them, in violation of 18 U.S.C. § 793(e). To find the accused 
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guilty of this offense, you must be convinced by legal and competent evidence beyond a 
reasonable doubt of the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 3 1 
December 2009 and on or about 9 February 2010, the accused had possession of information 
relating to the national defense, to wit: more than twenty classified records from the Combined 
Information Data Network Exchange Afghanistan database; 

(2) That the possession was unauthorized; 

(3) That the accused had reason to believe that such information could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 

it; 

(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 793(e). 
Specification 8 of Charge II: Violation of the UCMJ, Article 134 

In Specification 8 of Charge II, the accused is charged with stealing or converting a United 
States Southern Command database containing more than 700 records belonging to the United 
States government, of a value of more than $1,000, in violation of 18 U.S.C. § 641. To find the 
accused guilty of this offense, you must be convinced by legal and competent evidence beyond a 
reasonable doubt of the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, on or about 8 March 
2010, the accused did knowingly and willfully steal, purloin, or convert to his use or the use of 
another a record or thing of value, to wit: a United States Southern Command database 
containing more than 700 records; 

(2) That the SOUTHCOM database belonged to the United States government or a 
department or agency thereof; 

(3) That the SOUTHCOM database was of a value of more than $1,000; 

(4) That the taking by the accused was with the intent to deprive the United States 
government of the use or benefit of the property; 
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(5) That, at the time, 18 U.S. C. § 641 was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 641; Model Crim. Jury Instr. 8th Cir. 
6.18.641 (2011) (Enclosure 3). 

Lesser- Included Offense 

The offense of stealing or converting the SOUTHCOM database, of a value of less than $1,000, 
is a lesser-included offense of the offense set forth in Specification 8 of Charge II. When you 
vote, if you find the accused not guilty of the offense charged, that is, stealing or converting the 
SOUTHCOM database, of a value of more than $1,000, then you should consider the lesser- 
included offense of stealing or converting the SOUTHCOM database, of a value of less than 
$1,000, in violation of 18 U.S.C. § 641. To find the accused guilty of this lesser offense, you 
must be convinced by legal and competent evidence beyond a reasonable doubt of all of the 
elements of the greater offense, except for the value element. The offense charged, and the 
lesser-included offense of stealing or converting the SOUTHCOM database, of a value of less 
than $1,000, differ in that the greater offense requires you to be satisfied beyond a reasonable 
doubt that the SOUTHCOM database is worth more than $1,000. 

Adapted from Benchbook, paragraph 2-5-10. 

Specification 9 of Charge II: Violation of the UCMJ, Article 134 

In Specification 9 of Charge II, the accused is charged with transmitting more than three 
classified records from a United States Southern Command database to a person not entitled to 
receive them, in violation of 18 U.S.C. § 793(e). To find the accused guilty of this offense, you 
must be convinced by legal and competent evidence beyond a reasonable doubt of the following 
elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 8 
March 201 and on or about 27 May 2010, the accused had possession of information relating to 
the national defense, to wit: more than three classified records from a United States Southern 
Command database; 

(2) That the possession was unauthorized; 

(3) That the accused had reason to believe that such information could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 

it; 
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(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 



(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 793(e). 

Specification 10 of Charge II: Violation of the UCMJ, Article 134 

In Specification 10 of Charge II, the accused is charged with transmitting more than five 
classified records relating to a military operation in Farah Province, Afghanistan occurring on or 
about 4 May 2009 to a person not entitled to receive them, in violation of 1 8 U.S.C. § 793(e). To 
find the accused guilty of this offense, you must be convinced by legal and competent evidence 
beyond a reasonable doubt of the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 1 
April 201 and on or about 27 May 2010, the accused had possession of information relating to 
the national defense, to wit: more than five classified records relating to a military operation in 
Farah Province, Afghanistan occurring on or about 4 May 2009; 

(2) That the possession was unauthorized; 

(3) That the accused had reason to believe that such information could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 

it; 

(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 793(e). 
Specification 11 of Charge II: Violation of the UCMJ, Article 134 

In Specification 1 1 of Charge II, the accused is charged with transmitting a file named "BE22 
PAX.zip" containing a video named "BE22 PAX.wmv" to a person not entitled to receive it, in 
violation of 18 U.S.C. § 793(e). To find the accused guilty of this offense, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following 
elements: 
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(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 
November 2009 and on or about 8 January 2010, the accused had possession of information 
relating to the national defense, to wit: a file named "BE22 PAX.zip" containing a video named 
"BE22 PAX.wmv"; 

(2) That the possession was unauthorized; 

(3) That the accused had reason to believe that such information could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 

it; 

(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 793(e). 

Specification 12 of Charge II: Violation of the UCMJ, Article 134 

In Specification 12 of Charge II, the accused is charged with stealing or converting the 
Department of State Net-Centric Diplomacy database containing more than 250,000 records 
belonging to the United States government, of a value of more than $1,000, in violation of 1 8 
U.S.C. § 641 . To find the accused guilty of this offense, you must be convinced by legal and 
competent evidence beyond a reasonable doubt of the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 28 
March 2010 and on or about 4 May 2010, the accused did knowingly and willfully steal, purloin, 
or convert to his use or the use of another a record or thing of value, to wit: the Department of 
State Net-Centric Diplomacy database containing more than 250,000 records; 

(2) That the Net-Centric Diplomacy database belonged to the United States government 
or a department or agency thereof; 

(3) That the Net-Centric Diplomacy database was of a value of more than $ 1 ,000; 

(4) That the taking by the accused was with the intent to deprive the United States 
government of the use or benefit of the property; 

(5) That, at the time, 18 U.S.C. § 641 was in existence; and 
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(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 641; Model Crim. Jury Instr. 8th Cir. 
6.18.641 (2011) (Enclosure 3). 
Lesser- Included Offense 

The offense of stealing or converting the Net-Centric Diplomacy database, of a value of less than 
$1,000, is a lesser-included offense of the offense set forth in Specification 12 of Charge II. 
When you vote, if you find the accused not guilty of the offense charged, that is, stealing or 
converting the Net-Centric Diplomacy database, of a value of more than $1 ,000, then you should 
consider the lesser-included offense of stealing or converting the Net-Centric Diplomacy 
database, of a value of less than $1,000, in violation of 18 U.S.C. § 641. To find the accused 
guilty of this lesser offense, you must be convinced by legal and competent evidence beyond a 
reasonable doubt of all of the elements of the greater offense, except for the value element. The 
offense charged, and the lesser-included offense of stealing or converting the Net-Centric 
Diplomacy database, of a value of less than $1,000, differ in that the greater offense requires you 
to be satisfied beyond a reasonable doubt that the Net-Centric Diplomacy database is worth more 
than $1,000. 

Adapted from Benchbook, paragraph 2-5-10. 

Specification 13 of Charge II: Violation of the UCMJ, Article 134 8 

In Specification 13 of Charge II, the accused is charged with exceeding authorized access on a 
computer and obtaining classified Department of State cables, in violation of 1 8 U.S.C. § 
1030(a)(l ). To find the accused guilty of this offense, you must be convinced by legal and 
competent evidence beyond a reasonable doubt of the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 28 
March 2010 and on or about 27 May 2010, the accused knowingly exceeded authorized access 
on a Secret Internet Protocol Router Network computer; 

(2) That the accused, by that means, obtained information that has been determined by 
the United States government pursuant to an Executive Order or statute to require protection 
against unauthorized disclosure for reasons of national defense or foreign relations, to wit: more 
than seventy-five classified Department of State cables; 

(3) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the more than seventy-five Department of State cables, 
to a person not entitled to receive them; 

(4) That the accused had reason to believe that the Department of State cables could be 
used to the injury of the United States or to the advantage of any foreign nation; 



The United States requests that Proposed Instructions 1-10 be given for Specification 14 as well. 
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(5) That, at the time, 18 U.S.C. § 1030(a)(1) was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 1030(a)(1); Model Crim. Jury Instr. 9th 
Cir. 8.95 (2010) (Enclosure 5). 

Lesser-Included Offense 

The offense of conduct prejudicial to good order and discipline and service discrediting is a 
lesser-included offense of the offense set forth in Specification 13 of Charge II. When you vote, 
if you find the accused not guilty of the offense charged, that is, exceeding authorized access on 
a SIPRNET computer in violation of 18 U.S.C. § 1030(a)(1), then you should next consider the 
lesser-included offense of conduct prejudicial to good order and discipline and service 
discrediting, in violation of Article 134. To find the accused guilty of this lesser offense, you 
must be convinced by legal and competent evidence beyond a reasonable doubt of the following 
elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 28 
March 201 and on or about 27 May 2010, the accused [x]; and 

(2) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

The offense charged, exceeding authorized access on a SIPRNET computer in violation of 1 8 
U.S.C. § 1030(a)(1), and the lesser-included offense of a violation of Article 134, differ 
primarily in that the offense charged requires as [an] essential elements] that you be convinced 
beyond a reasonable doubt that [elements], whereas the lesser offense of a violation of Article 
134 does not include such [an] elements], but it does require that you be satisfied beyond a 
reasonable doubt that [the accused committed an act] and that, under the circumstances, the 
conduct of the accused (was to the prejudice of good order and discipline in the armed forces) 
(and) (was of a nature to bring discredit upon the armed forces). 

Adapted from Benchbook, paragraph 2-5-10. 

Proposed Instruction No. 1 

Title 18, United States Code, Section 1030(a)(1) makes it a crime to knowingly access a 
computer in excess of authorization for the purpose of obtaining classified information. 
Although there is considerable overlap between 18 U.S.C. Section 1030(a)(1) and 18 U.S.C. 
793(e), Section 1030(a)(1) is focused on the individual's use of a computer. 
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S. Rep. No. 104-357, at 6 (1996). 



Proposed Instruction No. 2 

The term "computer" means an electronic, magnetic, optical, electrochemical, or other high 
speed data processing device performing logical, arithmetic, or storage functions, and includes 
any data storage facility or communications facility directly related to or operating in 
conjunction with such device, but such term does not include an automated typewriter or 
typesetter, a portable hand held calculator, or other similar device. 

18U.S.C. § 1030(e)(1). 

Prop osed Instruction No. 3 

The term "exceeds authorized access" means to access a computer with authorization and to use 
such access to obtain or alter information in the computer that the accesser is not entitled so to 
obtain or alter. "Exceeds authorized access" under § 1030(a)(1) is limited to violations of 
restrictions on access to information, and not restrictions on its use. In deciding whether the 
accused "exceeded authorized access" to the State Department cables at issue, you may consider 
all the evidence introduced at trial, including any evidence concerning the use of unauthorized 
software to obtain the cables and any access limitations or restrictions to the State Department 
cables, or lack thereof, on the SIPRNET. The words "access" and "use" are commonly used and 
commonly understood words. 

18 U.S.C. § 1030(e)(6); United States v. Nosal, 676 F.3d 854 (9th Cir. 2012). 
Proposed Instruction No. 4 9 

"Reason to believe" means that the accused knew facts from which he concluded or reasonably 
should have concluded that the information could be used for the prohibited purposes. In 
considering whether the accused had reason to believe that the information could be used to the 
injury of the United States or to the advantage of a foreign country, you may consider the nature 
of the information involved. You need not determine that the accused had reason to believe that 
the information would be used against the United States, only that it could be so used. 

United States v. Truong Dinh Hung, 629 F. 2d 908 (4th Cir. 1 980); United States v. Diaz, 69 M.J. 
127 (C.A.A.F. 2010) (Enclosure 2 at 5); United States v. Regan (Enclosure 7 at 17-18); see also 
Mod. Fed. Jury Instr. (Enclosure 6) (citing Truong). 

Proposed Instruction No. 5 

The government does not have to prove that the accused had reason to believe that his act could 
both injure the United States and be to the advantage of a foreign country - the statute reads in 



9 Proposed Instructions 4 and 5 mirror the instructions given under 18 U.S.C. § 793(e). As the Senate Report to the 
1996 amendments noted, § 1030(a)(1) was amended to track the scienter requirement of § 793(e). S. Rep. No. 104- 
357, at 6 (1996). 
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the alternative. Also, the country to whose advantage the information could be used need not 
necessarily be an enemy of the United States. The statute does not distinguish between friend 
and enemy. 

United States v. TruongDinh Hung, 629 F.2d 908 (4th Cir. 1980); United States v. Diaz, 69 M.J. 
127 (C.A.A.F. 2010) (Enclosure 2 at 5-6); United States v. Regan (Enclosure 7 at 17-18); see 
also Mod. Fed. Jury Instr. (Enclosure 6) (citing Truong). 

Proposed Instruction No. 6 

An act is done "knowingly" if it is done voluntarily and intentionally and not because of mistake 
or accident or other innocent reason. 

United States v. Fowler, 932 F.2d 306 (4th Cir. 1991); United States v. McGahee, 257 F.3d 520 
(6th Cir. 2001 ); see also Enclosure 5 (referencing 9th Circuit Instruction 5.6 defining 
"knowingly"). 

Proposed Instruction No. 7 

An act is done "willfully" if it is done voluntarily and intentionally and with the specific intent to 
do something that the law forbids; that is, with a bad purpose either to disobey or to disregard the 
law. 

United States v. Morison, 844 F.2d 1057 (4th Cir. 1988) (Enclosure 1 at 199); United States v. 
Diaz, 69 M.J. 127 (C.A.A.F. 2010) (Enclosure 2 at 6); see also Mod. Fed. Jury Instr. (Enclosure 
6). 

Proposed Instruction No. 8 10 

In determining whether the person who received the information was entitled to have it, you may 
consider all the evidence introduced at trial, including any evidence concerning the classification 
status of the information, any evidence relating to law and regulations governing the 
classification and declassification of national security information, its handling, use, and 
distribution, as well as any evidence relating to regulations governing the handling, use, and 
distribution of information obtained from classified systems. 

Adapted from United States v. Morison, 844 F.2d 1057 (4th Cir. 1988); United States v. Truong 
Dinh Hung, 629 F.2d 908 (4th Cir. 1980); United States v. Diaz, 69 M.J. 127 (C.A.A.F. 2010) 
(Enclosure 2 at 6); see also Mod. Fed. Jury Instr. (Enclosure 6). 

Proposed Instruction No. 9 

The term "person" means any individual, firm, corporation, education institution, financial 
institution, governmental entity, or legal or other entity. 



This instruction tracks the "entitled to receive" instruction given for § 793(e) offenses. 
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18U.S.C. § 1030(e)(12). 



Proposed Instruction No. 10 

I have taken judicial notice that Title 18, United States Code Section 1030(a)(1) was in existence 
on the date alleged in the specification 

Specification 14 of Charge II: Violation of the UCMJ, Article 134 

In Specification 14 of Charge II, the accused is charged with exceeding authorized access on a 
computer and obtaining a classified Department of State cable titled "Reykjavik- 13", in violation 
of 18 U.S.C. § 1030(a)(l ). To find the accused guilty of this offense, you must be convinced by 
legal and competent evidence beyond a reasonable doubt of the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 15 
February 201 and on or about 18 February 2010, the accused knowingly exceeded authorized 
access on a Secret Internet Protocol Router Network computer; 

(2) That the accused, by that means, obtained information that has been determined by 
the United States government pursuant to an Executive Order or statute to require protection 
against unauthorized disclosure for reasons of national defense or foreign relations, to wit: a 
classified Department of State cable titled "Reykjavik- 13"; 

(3) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, "Reykjavik- 13", to a person not entitled to receive it; 

(4) That the accused had reason to believe that "Reykjavik- 13" could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(5) That, at the time, 18 U.S.C. § 1030(a)(1) was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 1030(a)(1); Model Crim. Jury Instr. 9th 
Cir. 8.95 (201 0) (Enclosure 5). 

Lesser-Included Offense 

The offense of conduct prejudicial to good order and discipline and service discrediting is a 
lesser-included offense of the offense set forth in Specification 14 of Charge II. When you vote, 
if you find the accused not guilty of the offense charged, that is, exceeding authorized access on 
a SIPRNET computer in violation of 18 U.S.C. § 1030(a)(1), then you should next consider the 
lesser-included offense of conduct prejudicial to good order and discipline and service 
discrediting, in violation of Article 134. To find the accused guilty of this lesser offense, you 
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must be convinced by legal and competent evidence beyond a reasonable doubt of the following 
elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 15 
February 2010 and on or about 18 February 2010, the accused [x]; and 

(2) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

The offense charged, exceeding authorized access on a SIPRNET computer in violation of 1 8 
U.S.C. § 1030(a)(l ), and the lesser-included offense of a violation of Article 134, differ 
primarily in that the offense charged requires as [an] essential elements] that you be convinced 
beyond a reasonable doubt that [elements], whereas the lesser offense of a violation of Article 
134 does not include such [an] elementfs], but it does require that you be satisfied beyond a 
reasonable doubt that [the accused committed an act] and that, under the circumstances, the 
conduct of the accused (was to the prejudice of good order and discipline in the armed forces) 
(and) (was of a nature to bring discredit upon the armed forces). 

Adapted from Benchbook, paragraph 2-5-10. 

Specification 15 of Charge II: Violation of the UCMJ, Article 134 

In Specification 15 of Charge II, the accused is charged with transmitting a classified record 
from a United States Army intelligence organization to a person not entitled to receive it, in 
violation of 18 U.S.C. § 793(e). To find the accused guilty of this offense, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following 
elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 15 
February 2010 and on or about 15 March 2010, the accused had possession of information 
relating to the national defense, to wit: a classified record from a United States Army intelligence 
organization, dated 18 March 2008; 

(2) That the possession was unauthorized; 

(3) That the accused had reason to believe that such information could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 

it; 

(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 
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(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 793(e). 



Specification 16 of Charge II: Violation of the UCMJ, Article 134 

In Specification 1 6 of Charge II, the accused is charged with stealing or converting the United 
States Forces - Iraq Microsoft Outlook / SharePoint Exchange Server global address list, of a 
value of more than $1 ,000, in violation of 18 U.S.C. § 641 . To find the accused guilty of this 
offense, you must be convinced by legal and competent evidence beyond a reasonable doubt of 
the following elements: 

(1) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 1 
May 2010 and on or about 27 May 2010, the accused did knowingly and willfully steal, purloin, 
or convert to his use or the use of another a record or thing of value, to wit: the United States 
Forces - Iraq Microsoft Outlook / SharePoint Exchange Server global address list; 

(2) That the USF-I GAL belonged to the United States government or a department or 
agency thereof; 

(3) That the USF-I GAL was of a value of more than $1,000; 

(4) That the taking by the accused was with the intent to deprive the United States 
government of the use or benefit of the property; 

(5) That, at the time, 18 U.S.C. § 641 was in existence; and 

(6) That, under the circumstances, the conduct of the accused (was to the prejudice of 
good order and discipline in the armed forces) (and) (was of a nature to bring discredit upon the 
armed forces). 

Adapted from Benchbook, paragraph 2-5-9; 18 U.S.C. § 641; Model Crim. Jury Instr. 8th Cir. 
6.18.641 (2011) (Enclosure 3). 

Lesser-Included Offense 

The offense of stealing or converting the USF-I GAL, of a value of less than $1,000, is a lesser- 
included offense of the offense set forth in Specification 16 of Charge II. When you vote, if you 
find the accused not guilty of the offense charged, that is, stealing or converting the USF-I GAL, 
of a value of more than $1 ,000, then you should consider the lesser-included offense of stealing 
or converting the USF-I GAL, of a value of less than $1,000, in violation of 18 U.S.C. § 641. To 
find the accused guilty of this lesser offense, you must be convinced by legal and competent 
evidence beyond a reasonable doubt of all of the elements of the greater offense, except for the 
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value element. The offense charged, and the lesser-included offense of stealing or converting the 
USF-I GAL, of a value of less than $1,000, differ in that the greater offense requires you to be 
satisfied beyond a reasonable doubt that the USF-I GAL is worth more than $1,000. 

Adapted from Benchbook, paragraph 2-5-10. 

Specification 1 of Charge III: Violation of the UCMJ, Article 92 

In Specification 1 of Charge III, the accused is charged with violating paragraph 4-5(a)(4) of 
Army Regulation 25-2. To find the accused guilty of this offense, you must be convinced by 
legal and competent evidence beyond a reasonable doubt of the following elements: 

(1) That there was in existence a certain lawful general regulation in the following terms: 
paragraph 4-5(a)(4), Army Regulation 25-2, dated 24 October 2007; 

(2) That the accused had a duty to obey such regulation; and 

(3) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 
November 2009 and on or about 8 March 2010, the accused violated this regulation by 
attempting to bypass network or information system security mechanisms. 

Adapted from Benchbook, paragraph 3-16-1. 

Proposed Instruction No. 1 1 1 

I have taken judicial notice that Army Regulation 25-2 is a lawful general regulation. 
Adapted from Benchbook, paragraph 3-16-1. 
Proposed Instruction No. 2 

General regulations are those regulations which are generally applicable to an armed force and 
which are properly published by the President, the Secretary of Defense, or Department of the 
Army. 

Adapted from Benchbook, paragraph 3-16-1. 
Pro p osed Instruction No. 3 

AR 25-2 defines an "information system" as a set of information resources organized for the 
collection, storage, processing, maintenance, use, sharing, dissemination, disposition, display, or 
transmission of information. Includes automated information system applications, enclaves, 
outsourced information technology-based processes, and platform information technology 
interconnections. 



This instruction for Specifications 1-5 of Charge III assumes the Court takes judicial notice of Army Regulations 
25-2 and 380-5. 
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Army Regulation 25-2, dated 24 October 2007, at 86. 
Proposed Instruction No. 4 

AR 25-2 defines a "network" as a communications medium and all components attached to that 
medium whose function is the transfer of information. Components may include information 
systems, packet switches, telecommunications controllers, key distribution centers, and technical 
control devices. 

Army Regulation 25-2, dated 24 October 2007, at 89. 
Specification 2 of Charge III: Violation of the UCMJ, Article 92 

In Specification 2 of Charge III, the accused is charged with violating paragraph 4-5(a)(3) of 
Army Regulation 25-2. To find the accused guilty of this offense, you must be convinced by 
legal and competent evidence beyond a reasonable doubt of the following elements: 

(1) That there was in existence a certain lawful general regulation in the following terms: 
paragraph 4-5(a)(3), Army Regulation 25-2, dated 24 October 2007; 

(2) That the accused had a duty to obey such regulation; and 

(3) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 1 
February 2010 and on or about 3 April 2010, the accused violated this regulation by adding 
unauthorized software to a Secret Internet Protocol Router Network computer. 

Adapted from Benchbook, paragraph 3-16-1. 

Proposed Instruction No. 1 

I have taken judicial notice that Army Regulation 25-2 is a lawful general regulation. 
Adapted from Benchbook, paragraph 3-16-1 . 
Proposed Instruction No. 2 

General regulations are those regulations which are generally applicable to an armed force and 
which are properly published by the President, the Secretary of Defense, or Department of the 
Army. 

Adapted from Benchbook, paragraph 3-16-1. 
Proposed Instruction No. 3 
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"Software" is a collection of computer programs and related data that provides the instructions 
for telling a computer what to do and how to do it. 

Proposed Instruction No. 4 

"Unauthorized software" under AR 25-2 includes, but is not limited to, commercial instant 
messaging, commercial Internet chat, collaborative environments, or peer-to-peer client 
applications, or applications that create exploitable vulnerabilities and circumvent normal means 
of securing and monitoring network activity and provide a vector for the introduction of 
malicious code, remote access, network intrusions, or the exfiltration of protected data. 

Army Regulation 25-2, paragraph 4-5(a)(3). 

Proposed Instruction No. 5 

In determining whether "Wget" was unauthorized software, you may consider all the evidence 
introduced at trial. 

Specification 3 of Charge III: Violation of the UCMJ, Article 92 

In Specification 3 of Charge III, the accused is charged with violating paragraph 4-5(a)(3) of 
Army Regulation 25-2. To find the accused guilty of this offense, you must be convinced by 
legal and competent evidence beyond a reasonable doubt of the following elements: 

(1) That there was in existence a certain lawful general regulation in the following terms: 
paragraph 4-5(a)(3), Army Regulation 25-2, dated 24 October 2007; 

(2) That the accused had a duty to obey such regulation; and 

(3) That at or near Contingency Operating Station Hammer, Iraq, on or about 4 May 
2010, the accused violated this regulation by adding unauthorized software to a Secret Internet 
Protocol Router Network computer. 

Adapted from Benchbook, paragraph 3-16-1. 

Proposed Instruction No. 1 

I have taken judicial notice that Army Regulation 25-2 is a lawful general regulation. 
Adapted from Benchbook, paragraph 3-16-1. 
Proposed Instruction No. 2 

General regulations are those regulations which are generally applicable to an armed force and 
which are properly published by the President, the Secretary of Defense, or Department of the 
Army. 
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Adapted from Benchbook, paragraph 3-16-1. 
Proposed Instruction No. 3 

"Software" is a collection of computer programs and related data that provides the instructions 
for telling a computer what to do and how to do it. 

Proposed Instruction No. 4 

"Unauthorized software" under AR 25-2 includes, but is not limited to, commercial instant 
messaging, commercial Internet chat, collaborative environments, or peer-to-peer client 
applications. 

Army Regulation 25-2, paragraph 4-5(a)(3). 
Proposed Instruction No. 5 

In determining whether "Wget" was unauthorized software, you may consider all the evidence 
introduced at trial. 

Specification 4 of Charge III: Violation of the UCMJ, Article 92 

In Specification 4 of Charge III, the accused is charged with violating paragraph 4-5(a)(3) of 
Army Regulation 25-2. To find the accused guilty of this offense, you must be convinced by 
legal and competent evidence beyond a reasonable doubt of the following elements: 

(1) That there was in existence a certain lawful general regulation in the following terms: 
paragraph 4-5(a)(3), Army Regulation 25-2, dated 24 October 2007; 

(2) That the accused had a duty to obey such regulation; and 

(3) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 1 
May 2010 and on or about 27 May 2010, the accused violated this regulation by using an 
information system in a manner other than its intended purpose. 

Adapted from Benchbook, paragraph 3-16-1. 

Proposed Instruction No. 1 

I have taken judicial notice that Army Regulation 25-2 is a lawful general regulation. 
Adapted from Benchbook, paragraph 3-16-1. 
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Proposed Instruction No. 2 



General regulations are those regulations which are generally applicable to an armed force and 
which are properly published by the President, the Secretary of Defense, or Department of the 
Army. 

Adapted from Benchbook, paragraph 3-16-1. 
Proposed Instruction No. 3 

AR 25-2 defines an "information system" as a set of information resources organized for the 
collection, storage, processing, maintenance, use, sharing, dissemination, disposition, display, or 
transmission of information. Includes automated information system applications, enclaves, 
outsourced information technology-based processes, and platform information technology 
interconnections. 

Army Regulation 25-2, dated 24 October 2007, at 86. 
Specification 5 of Charge III: Violation of the UCMJ, Article 92 

In Specification 5 of Charge III, the accused is charged with violating paragraph 7-6 of Army 
Regulation 380-5. To find the accused guilty of this offense, you must be convinced by legal 
and competent evidence beyond a reasonable doubt of the following elements: 

(1) That there was in existence a certain lawful general regulation in the following terms: 
paragraph 7-6, Army Regulation 380-5, dated 29 September 2000; 

(2) That the accused had a duty to obey such regulation; and 

(3) That at or near Contingency Operating Station Hammer, Iraq, between on or about 1 
November 2009 and on or about 27 May 2010, the accused violated this regulation by 
wrongfully storing classified information. 

Adapted from Benchbook, paragraph 3-16-1. 

Proposed Instruction No. 1 

I have taken judicial notice that Army Regulation 380-5 is a lawful general regulation. 
Adapted from Benchbook, paragraph 3-16-1. 
Proposed Instruction No. 2 

General regulations are those regulations which are generally applicable to an armed force and 
which are properly published by the President, the Secretary of Defense, or Department of the 
Army. 
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Adapted from Benchbook, paragraph 3-16-1. 



Proposed Instruction No. 3 

"Wrongfully" means without legal justification or excuse. 
Benchbook, paragraph 3 -60-2 A, NOTE 3. 
Proposed Instruction No. 4 

"Classified information" means information and material that has been determined, pursuant to 
Executive Order 13526 or any predecessor order, to require protection against unauthorized 
disclosure and is marked to indicate its classified status when in documentary or readable form. 

Adapted from Army Regulation 380-5, dated 29 September 2000, at 227. 



The United States respectfully requests this Court adopt the Government's proposed 
member instructions for the charged offenses and lesser-included offenses listed above. 



7 Ends 

1 . Transcript, Morison 
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3. 8th Cir. Instr. §641 

4. 5th Cir. Instr. §641 
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7. Transcript, Regan 
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I certify that I served or caused to be served a true copy of the above on Mr. David E. 
Coombs, Civilian Defense Counsel, via electronic mail, on 22 June 2012. 




»EAN MORROW 
CPT, JA 
Trial Counsel 



31 



